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Robust deepfake detection method based on siamese network
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Abstract: The proliferation of deepfake (DF) technology for generating manipulated facial expressions in synthetic
images has raised concerns due to its potential negative impacts on individuals and society. In response to the need
for robust detection, researchers have been developing methods to identify deepfakes. While current detection
methods perform well on high-quality images, they often falter when confronted with low-quality or compressed
images. This study focused on enhancing the robustness of deepfake detection methods to address these limitations.
A novel approach leveraging a Siamese network was proposed, designed to learn common forgery features across
both high-quality and low-quality images. This was achieved by trading off some of the high-quality image feature
extraction capabilities to bolster the representational capacity for low-quality images. The proposed method demonstrated

an average accuracy exceeding 90% across various datasets with different compression levels, surpassing several
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existing detection techniques. The simplicity, effectiveness, and adaptability of the proposed method to different

backbone networks were further substantiated through ablation experiments.

Keywords: forgery forensics, deepfake detection, siamese network, robustness
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Figure 1  Architecture of siamese network
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Figure 2 Training process of our detection method
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Table 1 Evaluation results of cross-compression rate on single dataset
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SN-HL(ResNet50)  97.80%  94.57% 96.19% 96.56% 89.31% 92.94% 96.75% 92.74% 94.75% 89.27% 77.02% 83.15%
SN-HL(Xception)  98.38%  96.21% 97.30% 97.74% 89.73% 93.74% 98.05% 94.29% 96.17% 90.71% 80.99% 85.85%
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Table 2 Evaluation of cross-compression rate on
multiple dataset

o TR
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Table 3 Robustness comparison
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Table 4 Comparison results with siamese
network detection method ISN

o %
T 752
DF F2F FS NT
ISNI! 95.77%  97.12%  97.37%  84.71%
SN-HL(Xception)  98.38%  97.74%  98.05%  90.21%

3.4 HRRSDIG — A ARM
K AL T71% 5 1% FH ) ResNet50 1 Xception
W 2& 347X b, fF FaceForensics++3 45 52 () 4

TEAREE DTS IR R VPAS, VPN R AR R AR
DHERAZR o BOUF VA SO IS PR 4 2R A SR 5
BT, 3T M 2% K F ResNet50, 1F i i & 2048
C23 IVEA |, ASC7iAE F2F. FSFINT 24
e IR T AUk, R AE NT £di 45 LRE
iK1 2.73%. (HRZAERN C40 HHE I, AT
1EANERE B AR, 20 E T 2.05%;
3.85%- 4.78% F16.41%. KHLEEVEN Tk, 1
C23 fi1 C40 L HL P & (1) Avg #-AT bL A, A7 i
1EANERE B AR, 20liRE T 1.20%.
1.64%. 2.05% F11.84%. N 7 i#k— B0 A 7
ERA RPE, ) Xception P £8AE A = T 4%
AILTTVEAE C23 R A G kv, {H 2 7E C40
Al Avg b, KM bR e G 1T+ . 7€ DF
e b, C40 BHEMAR IR = T 3.57%, Avgig
i 239%. fEF2F B4l 48 I, C40 (MHER) Z 42
1 8.30%, Avg#iE 1 4.21%. fEFSHELE L,
CA40 FIUETR R A2 5 T 3.37%, Avgde s T 1.43%.
FENT Bi 45 b, C40 FIHER 3R 5 1 7.28%,
Avg TR T 2.77%. SRR, KX TS
PEFE SR, AEEHEEIE C40 BRI HERG R . 7
C23 F UV N FE, 1K R N 4% 75 2 [ B ¢
AN A 46 2 R I D I R AE, $m T XHIRT =
PSR AR AE SR IS 7, %o v ot o PR A R A R B
RET S RUIRAR . (2, ZEE VR HIRTE 2 Fh 3L
P ERIRII AR, ASOTESE R, XUEH
et TR R A ) 28 BE R BRI 18 v 7 V2 I B R
3.5 HRLSCIO — BRI SRR M AN

KRICAEWNGREAS kP rh, 3R —Fp i A
PG 48 () B0 30 B8R 1 7 VSR AR PR AR XS, X ol
TR AW R, ARG SEI R . N T BRI
NS A R, i FH ResNetS0 7E 4 1 TR 4%,
56 UE B0HE 18 ik SR W A 50 P 9 s S 06 £ SR 3
Froso EHZRES G, ARSIV 44> C40 HidE
SRR B3 F ST, RUNZRIE e 5 = 7%
iE=gz3c
3.6 HRLSCIG —HHERE SIRKRIAE

SRR K P NE b S N A= PN A
G4 R RFIE R IR g AV TR 5 i B 1 4 e
TEFRIRN g o AR SCIE I 1 Al S 56 SRR B 65 18 B RFAIE
R, SRR RE (MSE) #ikfI4



- 188« W2 515 B2 4 E R
#=5 WNEREABUMMEESERTM
Table 5 Cross-compression rate evaluation to verify method validity
DF-C23 F2F-C23 FS-C23 NT-C23
R 7y ik W R WERRR ERRR R MRk R Rk
(€C23)  (C4D €23 (40 €23 (40 €3 (o &
ResNet50 97.46% 92.52% 94.99% 97.13% 85.46% 91.30% 97.43% 87.96% 92.70% 92.00% 70.61% 81.31%
SN-HL(ResNet50)  97.80%  94.57% 96.19% 96.56% 89.31% 92.94% 96.75% 92.74% 94.75% 89.27% 77.02% 83.15%
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SN-HL(Xception) 98.38% 96.21% 97.30% 97.74% 89.73% 93.74% 98.05% 94.29% 96.17% 90.71% 80.99% 85.85%
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Figure 3 Results of ablation experiments to verify the
effectiveness of data augmentation strategies

DF-C40 NT-C40

100%
- MAE - MSE
95%
90% -

85%

TR

80% -

5%

70%

F2F-C40 FS-C40 NT-C40
Bt
4 AS[FIRPAIE K R Y Bl SR B 45

Figure 4 Ablation experimental results for different feature

DF-C40

metric losses

ARSCHE H — 3 T A8 A X 4% (1) - e PR TR B O
ERTITTE, 8 — X AN A s 4 2 i A BB A
RTTERIN . FIBAE R A AR A W 25 2 2 AN A
JE 45 2 EMG 2 [R RFAE ) B e I R A0 B S 4 %
AT 2 BUR WRHE In) = B B AR EIE T, 187
I 2 T B EUR U RR AR R B e 7, sk = 7
1SR . 1E FaceForensics++4 4 5% 2 4%
PLsgtgs R, AR SCTET 24 skl 77
o Wha, VRS IR ARSI IEN A
Rt

SRk

[1] CHOPRA S, HADSELL R, LECUN Y. Learning a similarity
metric discriminatively, with application to face verification[C]/
Proceedings of the 2005 IEEE Computer Society Conference
on Computer Vision and Pattern Recognition. 2005: 539-546.
ROSSLER A, COZZOLINO D, VERDOLIVA L, et al. FaceFo-
rensics: learning to detect manipulated facial images[C]//Pro-
ceedings of the 2019 IEEE/CVF International Conference on
Computer Vision. 2019: 1-11.

(2]

[3] CHOLLET F. Xception: deep learning with depthwise sepa-
rable convolutions[C]//Proceedings of the 2017 IEEE Confer-
ence on Computer Vision and Pattern Recognition. 2017: 1800-
1807.

NGUYEN H H, YAMAGISHI J, ECHIZEN I. Use of a capsule
network to detect fake images and videos[J]. arXiv preprint
arXiv: 1910.12467. 2019.

WANG J K, WU Z X, OUYANG W H, et al. M2TR: multi-

modal multi-scale transformers for Dee fake detection[C]//Pro-

(4]

(5]

ceedings Proceedings of the 2022 International Conference on
Multimedia Retrieval. 2022: 615-623.

VASWANI A, SHAZEER N, PARMAR N, et al. Attention is
all you need[J]. arXiv preprint arXiv: 1706.03762. 2017.
COCCOMINI D A, MESSINA N, GENNARO C, et al. Com-

bining EfficientNet and vision transformers for video deepfake

(6]

(7]

detection[C]//Proceedings of the International Conference on



55 2 3

M FET 2R 2 (R B R IR EE D Al ik <189

[10]

[11]

[12]

[13]

[14]

Image Analysis and Processing. 2022: 219-229.

WANG C R, DENG W H. Representative forgery mining for
fake face detection[C]//Proceedings of the 2021 IEEE/CVF Con-
ference on Computer Vision and Pattern Recognition. 2021:
14918-14927.

CHEN L, ZHANG Y, SONG Y B, et al. Self-supervised learn-
ing of adversarial example: towards good generalizations for
deepfake detection[C]//Proceedings of the 2022 IEEE/CVF Con-
ference on Computer Vision and Pattern Recognition. 2022:
18689-18698.

WANG B, LI Y C, WU X H, et al. Face forgery detection
based on the improved Siamese network[J]. Security and Com-
munication Networks, 2022: 5169873.

LIU H G, LI X D, ZHOU W B, et al. Spatial-phase shallow
learning: rethinking face forgery detection in frequency domain
[C]//Proceedings of the 2021 IEEE/CVF Conference on Com-
puter Vision and Pattern Recognition. 2021: 772-781.

WANG G J, JIANG Q, JIN X, et al. MC-LCR: Multimodal
contrastive classification by locally correlated representations
for effective face forgery detection[J]. Knowledge-Based Sys-
tems, 2022, 250: 109114.

FESCHF, JSCAT, Rk I, A JE TR AL BN — BRI R
DhIEAE I SALT]. M4 505 B 2 5k, 2023, 9(1): 167-177.
WU W X, ZHOU W B, ZHANG W M, et al. Deepfake detec-
tion method based on patch-wise lighting inconsistency[J]. Chi-
nese Journal of Network and Information Security, 2023, 9(1):
167-177.

KRBV, AR, TR, &5 35T 2 380 PR RS2 3 ) D5 i

NSRS 772 ). W4 515 B 22 A4k, 2023, 9(3): 123-134.

ZHU C T, YIN C X, ZHANG B L, et al. Forgery face detection

method based on multi-domain temporal features mining[J].

Chinese Journal of Network and Information Security, 2023, 9(3):

123-134.

THIES J, ZOLLHOFER M, STAMMINGER M, et al

Face2Face: real-time face capture and reenactment of RGB vid-

eos[C]//Proceedings of the 2016 IEEE Conference on Com-

puter Vision and Pattern Recognition. 2016: 2387-2395.

THIES J, ZOLLHOFER M, NIEBNER M. Deferred neural ren-

dering: image synthesis using neural textures[J]. ACM Transac-

tions on Graphics, 38(4): 66.

[17] KING D E. Dlib-ml: a machine learning toolkit[J]. Journal of
Machine Learning Research. 2009, 10: 1755-1758.

[18] HE K M, ZHANG X Y, REN S Q, et al. Deep residual learning
for image recognition[C]//Proceedings of the 2016 IEEE Con-

[15

[t}

[16

=

ference on Computer Vision and Pattern Recognition. 2016:
770-778.

[HEE BT

HEF (1971- ), 5, wEEMA, &
7 B P B T TR0 PR A F] s 4 TR
Ui, FEFEHFI TR E ) PhidE
UE AU (S R R AL RS



